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Find cybersquatted, typosquatted and phishing websites that may spoof your trademarks, domains, corporate brands or digital
identity.

Domain Security Test of acme.com

TEST RESULTS

Test Date: October 8th 2020, 23:32 Server Location: Santa Rosa (US) B
Test Runtime: 1 minute, 14 seconds Server IP: 157.131.251.23
DARK WEB CYBERSQUATTING TYPOSQUATTING PHISHING SOCIAL MEDIA

Security Incidents and Data Leaks

Below is the number of incidents (e.g. data leaks, stolen credentials or breaches systems available for sale)
detected on the Dark Web including hacking forums, underground marketplaces, and other resources
where cybercriminals trade stolen data:

Total Mentions Filtered Mentions

3,960 1,030

36 Estimated Critical Risk — Recent or unique login credentials with plaintext passwords or data
leaks with sensitive data (e.g. PII).
m Estimated High Risk — Login credentials with plaintext passwords or data leaks with sensitive
data (e.g. PII).

Estimated Medium Risk — Login credentials with encrypted passwords or data leaks without
sensitive data.

Estimated Low Risk — Mentions of organizational resources, suppliers or employees in data
leaks without PII.

Database updated on: 2 October, 2020

Potential Malicious and Phishing Websites




No threats detected

Potential Cybersquatting

Npo

SISTEMI

Information

DETAILS

u Domains appear to be registered or operated by acme.com

B Domains do not appear to be registered or operated by acme.com

. Active domains
. Inactive domains

Domain

8 (group-acme.com

Y (corpacme.com

acme-products.com

studio-acme.com

(
(
[ai-acme.com
(
[ propertyacme.com

[ acmevip.com

acme-services.com

(
[liveacme.com
(

acme-shipping.com

[acme-asia.com

B [ creditacme.com

B [acme-training.com

Y (acmeoutiook.com

)

8 (groupacme.com

I (acme-space.com

Bl s

G acme-cloud.com

acme-network.com

(
Al
a [acme—video.com
All

acmenow.com

Location / Server IP

B 34.102.136.180
193.176.77.119
184.168.131.241
210.16.190.29
192.185.16.184
23.236.62.147
23.20.239.12
N/A

74.220.199.6

B @ e I R @ BN B s

151.139.128.10

91.238.177.64

3.18.25.61

34.102.136.180

209.99.64.55

204.11.56.48

172.64.86.116

B B B B B W

34.102.136.180
== 34.102.136.180
34.102.136.180

34.102.136.180

Domain Registrar

VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services

VeriSign Global Registry Services

Created

02.10.2020

15.09.2020

09.09.2020

24.08.2020

24.08.2020

23.08.2020

22.08.2020

16.08.2020

11.08.2020

24.06.2020

23.06.2020

21.06.2020

17.06.2020

21.05.2020

18.05.2020

15.05.2020

12.05.2020

12.05.2020

12.05.2020

08.05.2020



Domain

B [american-acme.com

B [acmeauthentic.com

B [ acme2020.com

Y (acmeacme.com

Y (acmepark.com

I (acme-partners.com

acme-software.com

(
Al

acmeiot.com

B [ studioacme.com

I (bankacme.com

I (acme-events.com

I8 (acmeportugal.com

I (acme-store.com

8 (acmeai.com

B [acme-box.com

N (acmealerts.com

B [ blogacme.com

Y (acmeunion.com

Y (payacme.com

I (acme2019.com

I (acme-acme.com

I (acmetube.com

B [acmeavia.com

Y (acme-tech.com

N (acme-social.com

I (acme-ai.com

B [acmepartner.com

Y (enacme.com

B [acme-education.com

Location / Server IP

=S

i @ B B s B IA

= B B B W
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Wi
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198.74.52.168

34.102.136.180

34.102.136.180

185.251.47.189

72.52.178.23

54.208.77.124

34.102.136.180

52.76.237.160

156.226.68.244

34.102.136.180

104.232.79.217

34.102.136.180

23.227.38.32

23.20.239.12

N/A

162.255.119.254

35.224.32.55

154.208.249.87

154.211.57.34

8.210.225.177

213.133.97.212

35.208.69.33

34.102.136.180

3.234.181.234

34.102.136.180

N/A

172.64.90.118

34.102.136.180

N/A

Domain Registrar

VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services

VeriSign Global Registry Services

Npo

SISTEMI

Created

01.05.2020
30.04.2020
30.03.2020
26.03.2020
24.03.2020
01.03.2020
19.02.2020
19.02.2020
10.02.2020
04.02.2020
30.01.2020
24.01.2020
18.01.2020
10.01.2020
09.12.2019
06.12.2019
30.11.2019
26.11.2019
26.11.2019
22.11.2019
21.11.2019
23.10.2019
11.10.2019
25.09.2019
30.08.2019
21.08.2019
18.07.2019
05.07.2019

02.07.2019



Domain

B [acmeproperty.com

Y (acme-erp.com

I (acme-music.com

B acme-demo.com

L2 )

acme-robotics.com

acme-global.com

beacme.com

chinaacme.com

idacme.com

acmecheckout.com

spaceacme.com

(
(
(
(
(realacme.com
(
(
(
(
(

acmeseal.com

[ china-acme.com

a [ my-acme.com

I (acmeplatform.com

Y (acmeads.com

Y (acmetracking.com

—r 7

aiacme.com

acmechat.com

(
(
[ coinacme.com
(

youracme.com

[ solaracme.com

acmebitcoin.com

acmeinvestors.com

(
(
[acme-china.com
(

acmefamily.com

[acmesummit.com

a [legalacme.com

Location | Server IP

B 69.172.201.153

B 154.93.81.222

i

178.128.173.141

34.98.99.30

107.161.23.204

N/A

23.20.239.12

122.114.32.63

23.20.239.12

34.102.136.180

34.102.136.180

N/A

34.98.99.30

@ B ¢ @ B B N B s

172.64.90.86

-
e

23.227.38.32

23.20.239.12

207.7.90.155

23.236.62.147

182.61.97.80

108.59.85.231

35.186.238.101

204.11.56.48

154.221.56.240

34.102.136.180

N/A
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159.138.53.73

34.102.136.180

il If

23.20.239.12

185.224.137.220

Domain Registrar

VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services

VeriSign Global Registry Services

Npo

SISTEMI

Created

24.05.2019
16.05.2019
08.05.2019
08.04.2019
10.02.2019
28.11.2018
16.11.2018
18.10.2018
30.09.2018
28.09.2018
26.09.2018
26.09.2018
21.09.2018
12.08.2018
05.08.2018
15.06.2018
05.05.2018
29.04.2018
24.02.2018
15.02.2018
31.01.2018
30.01.2018
29.11.2017
01.11.2017
23.10.2017
13.10.2017
08.10.2017
01.10.2017

28.09.2017



Domain

B [i-acme.com

B [shippingacme.com

8 (acmepayroll.com

I (acme-bank.com

Y (acme-test.com

B acmeinstall.com

[
[

B [acme-corporation.com
(

B reviewacme.com

Y (agacme.com

s PN )

a (acmewallet.com

Y (acmeasia.com

3 (acmereview.com

B [onlineacme.com

acme-official.com

(
Al

goacme.com

a [acmeid.com

Y (itdacme.com

Y (acmelogin.com

Y (acmeaustralia.com

B [ acme-customer.com

I (acmecrm.com

B [acme-games.com

Y (acme-emergency.com

a [acmelottery.com

Y (acmepeople.com

acmesecure.com

orderacme.com

techacme.com

Al
Al
Al
Al

acmetoday.com

) Il L

I

Location | Server IP

ES)

@ B B B B B B B B s W

s i@ W ® CE S

=
=

i W B B IR

154.212.249.246

103.71.237.72

23.20.239.12

N/A

69.163.195.90

72.52.158.11

54.86.86.53

107.180.40.120

34.102.136.180

34.102.136.180

103.21.150.15

208.91.197.39

34.102.136.180

157.7.44.213

45.88.202.115

34.102.136.180

62.149.128.166

104.131.191.5

34.102.136.180

207.97.200.47

N/A

77.111.240.95

52.48.243.151

34.102.136.180

23.20.239.12

34.98.99.30

50.19.242.19

23.20.239.12

34.102.136.180

Domain Registrar

VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services

VeriSign Global Registry Services

Npo

SISTEMI

Created

19.09.2017
06.09.2017
23.08.2017
14.08.2017
31.07.2017
21.06.2017
14.06.2017
14.06.2017
13.06.2017
30.05.2017
21.04.2017
04.04.2017
04.04.2017
02.04.2017
19.02.2017
12.12.2016
10.10.2016
21.09.2016
13.09.2016
06.09.2016
22.07.2016
19.07.2016
13.07.2016
11.06.2016
01.06.2016
03.04.2016
25.03.2016
18.03.2016

14.03.2016



Domain

B [acmeguide.com

Y (acmemy.com

Y (acmelocal.com

B acmepartners.com

L2 )

acmeamericas.com

acmeestate.com

(

(
[acmelive.com
(
(acmeuk.com

[acmessl.com

acme-fr.com

acmetest.com

(
(acmeerp.com
(
[

acmeshipping.com

[ acmedocs.com

B [acmecyber.com

I (acmesystem.com

Y (acmeretail.com

I8 (acmesupport.com

—r 7

acme-studio.com

acme-pr.com

(
(
[acmeshop.com
(

acmepr.com

acme-email.com

acmecard.com

A
A
A
Y (appacme.com
A
A
A
A

(
(
{webacme.com
(

acme-app.com

B [acmedonations.com

a [acme-solutions.com

Location | Server IP

[ |

@ B B @ B B WK B R @

N BN N

B s i@ = @ S @ =

34.102.136.180

176.122.175.46

23.20.239.12

199.59.242.153

192.185.52.173

205.178.189.131

23.20.239.12

23.20.239.12

34.102.136.180

216.239.36.21

23.20.239.12

34.102.136.180

23.20.239.12

184.168.47.225

208.91.197.27

23.20.239.12

23.20.239.12

23.20.239.12

198.185.159.135

34.102.136.180

216.157.88.21

23.20.239.12

213.251.184.25

34.102.136.180

45.88.202.115

23.20.239.12

N/A

34.102.136.180

172.64.94.93

Domain Registrar

VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services

VeriSign Global Registry Services

Npo

SISTEMI

Created

29.01.2016
23.01.2016
28.09.2015
21.07.2015
24.06.2015
28.05.2015
26.03.2015
09.03.2015
29.01.2015
28.01.2015
26.01.2015
16.01.2015
06.01.2015
26.12.2014
09.11.2014
10.08.2014
17.07.2014
16.07.2014
30.05.2014
23.04.2014
22.04.2014
08.02.2014
04.02.2014
28.01.2014
24.01.2014
02.01.2014
24.10.2013
23.08.2013

19.07.2013



Domain

B [acme-safeAcom

B [ acmesocial.com

acmeeurope.com

acmereal.com

acmeportal.com

acmecoin.com

acmelegacy.com

All
Al
Y (usacme.com
Al
Al
All

Y (acmeprotection.com

s PN )

a (acmedemo.com

Y (acme-news.com

3 (acmephotos.com

I (acme247.com

acmeaws.com

(
Al

acmeclub.com

a [ acme-solar.com

Y (acme-android.com

N (acmedelivery.com

Y (acmespace.com

I3 (americanacme.com

I3 (acmeandroid.com

B [itacme.com

Y (acmepayment.com

a [acme-kids.com

Y (acme-online.com

acmeit.com

acmeapp.com

wwwacme.com

Al
Al
Al
Al

acme-helpdesk.com

) Il L

I

Location | Server IP

ES)

@ N ® B B s B B B ® @ B B @ @ @ ® ® @ s B B B F B =

=
=

184.168.131.241

142.44.211.0

23.20.239.12

23.20.239.12

23.20.239.12

192.185.16.61

54.208.77.124

N/A

23.20.239.12

23.20.239.12

184.168.221.61

23.20.239.12

54.208.77.124

172.64.86.140

18.211.9.206

50.63.202.62

192.64.119.6

54.208.77.124

23.20.239.12

35.186.238.101

162.255.119.246

N/A

34.199.67.107

66.96.146.52

3.96.27.186

91.195.241.136

66.96.149.21

216.157.88.24

66.147.244.87

Domain Registrar

VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services

VeriSign Global Registry Services

Npo

SISTEMI

Created

23.05.2013
24.04.2013
18.04.2013
06.04.2013
30.01.2013
13.01.2013
19.12.2012
14.12.2012
06.12.2012
29.11.2012
27.11.2012
16.10.2012
09.10.2012
09.10.2012
22.07.2012
25.06.2012
22.05.2012
13.05.2012
16.03.2012
01.03.2012
21.01.2012
28.12.2011
24.09.2011
10.08.2011
25.05.2011
29.01.2011
28.01.2011
09.01.2011

04.11.2010



Domain

B [acmeconnect.com

Y (acme-web.com

I (acmecart.com

teamacme.com

acmetechnologies.com

acmemoney.com

(
(
[acmecloud.com
(
 cloudacme.com

[fracme.com

acmeventures.com

acme-tv.com

(
[acme365.com
(
(

acmede.com

[acmees,com

B [acmecanada.com

B [acmeeducation.com

Y (acme-delivery.com

Y (acme-protection.com

acmeus.com

nlacme.com

the-acme.com

acme-research.com

acmelabel.com

acmestore.com

acme-media.com

(
Al
Al
Al
N (acme-team.com
Al
All
All
Al

globalacme.com

a [acmeloans.com

a [ acmesurvey.com

Location | Server IP

@ N/A

B 173.0.136.57

192.169.198.121

[

67.205.135.145

3.96.27.186

54.208.77.124

69.172.201.153

34.102.136.180

72.167.232.116

65.60.38.34

104.160.174.172

184.168.131.241

s B B F B W FE

N/A

S

N/A

54.208.77.124

208.97.151.127

S [

N/A

=
=

213.186.33.2

104.218.49.185

206.210.80.123

N/A

210.245.166.68

N/A

34.102.136.180

52.117.217.62

98.137.244.37

198.38.83.7

W E R B s B s B W

91.195.241.136

69.64.147.243

Domain Registrar

VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services

VeriSign Global Registry Services

Npo

SISTEMI

Created

25.06.2010
23.06.2010
15.04.2010
03.04.2010
18.03.2010
17.01.2010
18.09.2009
01.07.2009
07.04.2009
01.04.2009
12.12.2008
09.08.2008
28.07.2008
28.07.2008
04.03.2008
07.12.2007
26.09.2007
04.09.2007
12.09.2006
19.07.2006
28.05.2006
11.01.2006
31.08.2005
08.04.2005
01.02.2005
17.01.2005
08.01.2005
24.12.2004

08.12.2004



Domain

B [acmemobile.com

B [ acmerobotics.com

Y (acme-shop.com

Y (acmelegal.com

B acmesafe.com

B acme-jp.com

B acme-world.com

[
[

B [acmeemployment.com
(

B [acmejapan.com

s PN )

a (acmebank.com

Y (acme-itd.com

3 (acmeblog.com

N (myacme.com

acmediscount.com

(
Al

acme-group.com

a [ acmeawards.com

Y (acmechina.com

N (acmepay.com

Y (acmelic.com

I (acmeforum.com

I3 (acme-europe.com

B [shopacme.com

Y (acmeservices.com

B [acme-corp.com

I (acmesolar.com

acmeca.com

acmevideo.com

acmecorporation.com

Al
Al
Al
Al

acmeinc.com

) Il L

I

Location | Server IP

@ N/A

B 35.186.238.101

N/A

35.186.238.101

B E s

207.148.248.143

115.166.151.35

35.186.238.101

i\

34.196.38.135

153.126.195.112

54.208.77.124

184.168.188.1

[

54.208.77.124

<
-

23.227.38.32

35.186.238.101

N/A

162.241.14.34

B R = H

59.188.180.226

159.8.210.35

=
&
=

208.68.104.138

54.208.77.124

W

85.25.86.133

34.198.38.232

A A

69.172.201.153

B[R
ulo

85.119.82.181

50.87.220.242

98.137.244.37

54.208.77.124

B B E W

34.102.136.180

35.186.238.101

Domain Registrar

VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services

VeriSign Global Registry Services

Npo

SISTEMI

Created

22.11.2004
20.10.2004
26.09.2004
21.09.2004
05.09.2004
02.08.2004
02.08.2004
03.05.2004
01.03.2004
29.02.2004
06.11.2003
22.10.2003
16.10.2003
11.10.2003
08.10.2003
20.08.2003
26.06.2003
20.05.2003
13.04.2003
01.03.2003
30.01.2003
20.01.2003
24.12.2002
24.09.2002
22.08.2002
11.07.2002
01.06.2002
30.03.2002

24.03.2002



Domain

B [ acmeworldwide.com

Y (acmemailbox.com

Y (acme-india.com

N (acmepress.com

L2 )

acme-technologies.com

acmeemail.com

(
(
(Rcmesxpress.com
(
(

acmejobs.com

[acmeitaly.com

acmeteam.com

acmecredit.com

(
[acmemusic.com
(
(

acmemail.com

[acmesolutions.com

B [acmech.com

B [ acmerecovery.com

Y (acme-us.com

I8 (acmeevents.com

—r 7

acmelaw.com

acme-mail.com

acmehelp.com

acme-inc.com

acmeglobal.com

acmealliance.com

acmenetwork.com

(
(
(
(
[acmewireless.com
(
(
(
(

acmeweb.com

[acmenewsicom

a [acmemedia.com

Location | Server IP

B 34.102.136.180

185.53.177.31

= 43.255.154.49

18.213.86.222

166.62.112.199

207.148.248.143

65.254.227.224

69.172.201.153

205.178.189.131

98.137.244.30

72.52.179.174

209.59.244.119

66.96.131.130

@ B B @ ® ® WK [® IR

69.172.201.153

192.185.13.188

34.102.136.180

104.218.49.185

23.20.239.12

184.168.131.241

184.154.119.210

B B H B B @&

65.254.227.224

4]
uln

46.23.69.44

35.186.238.101

66.226.74.252

209.17.116.160

N/A

35.186.238.101

B ¢ @ B @

172.64.90.91

5.153.42.104

Domain Registrar

VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services

VeriSign Global Registry Services

Npo

SISTEMI

Created

24.03.2002
23.03.2002
14.03.2002
10.03.2002
07.02.2002
03.02.2002
23.01.2002
09.12.2001
02.11.2001
16.10.2001
13.10.2001
09.09.2001
05.09.2001
14.08.2001
24.07.2001
19.04.2001
11.01.2001
15.12.2000
12.12.2000
11.12.2000
08.12.2000
24.06.2000
26.02.2000
25.01.2000
07.01.2000
23.12.1999
02.12.1999
21.05.1999

04.02.1999



Domain

B [acme-worldwide.com

B [acmegames.com

acmeschool.com

acmeindia.com

theacme.com

acme-it.com

acmeltd.com

All
Al
Y (acmeamerica.com
Al
All
Al

I (acmeresearch.com

s PN )

a (acmesign.com

Y (acmecorp.com

3 (acmetraining.com

I (acmestudio.com

acmeag.com

(
Al

acmewire.com

a [acmegroup.com

Y (acmebox.com

Y (acmeonline.com

Y (acmesoftware.com

B [ acmemaonaco.com

Y (acmetech.com

B [acmemy.icu

B (acme-survey.com

n [acmekids‘com

B (acmecenter.com

u acmeoutlet.com

(
B (acmeworld.com
(

n acmesecurity.com

Location | Server IP

ES)

i BB B s B B H B B @ B 0 s @

i B B ® A

L}

75.119.223.117

95.211.189.137

199.34.228.44

103.14.121.240

34.98.99.30

199.91.70.82

54.171.117.0

184.168.131.241

N/A

52.58.78.16

173.254.223.253

198.71.233.51

54.176.144.117

207.192.193.150

141.193.213.21

159.203.80.200

52.43.140.209

N/A

52.201.79.206

67.227.250.165

69.167.180.158

45.203.80.70

165.160.15.20

44.239.240.59

34.213.119.60

34.209.173.248

34.213.119.60

165.160.13.20

Domain Registrar

VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
One.com A/S
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services
VeriSign Global Registry Services

VeriSign Global Registry Services

Npo

SISTEMI

Created

21.12.1998
17.12.1998
16.11.1998
15.10.1998
01.10.1998
14.11.1997
31.10.1997
01.10.1997
19.08.1997
07.08.1997
06.07.1997
14.05.1997
05.05.1997
29.04.1997
02.04.1997
20.08.1996
31.07.1996
08.07.1996
10.04.1996
25.02.1996
28.09.1995
N/A
31.07.2006
09.03.1999
19.11.1998
19.11.1998
19.11.1998

07.03.1997




Npo

SISTEMI

Potential Typosquatting

DETAILS

n domains appear to be registered or operated by acme.com

B domains do not appear to be registered or operated by acme.com
. active domains

. inactive domains

Domain Location / Server IP Domain Registrar Created
3 (acme.cm | BB 103.224.182.250  Cameroon Telecommunications (C...  16.09.2020
Y (acmecom.com | = 202.75.56.249 VeriSign Global Registry Services ~ 30.03.1998

Potential Social Media Squatting

Below are typo or cybersquatted accounts on social media that may impersonate the brand.

No squatted social network accounts found



Suspected Data Breach

6 ACCOUNT LEAK

Linked[T)].

myspace’
a place for friends.

b
PASTEBIN

"

PASTEBIN

%

PASTEBIN

B

PASTEBIN

O ACCOUNT LEAK

I\ Adobe
7\ Adobe

Source

TIANYA

LINKEDIN

MYSPACE

PSBDMP

PSBDMP

PSEDMP

PSBDMP

163.COM

ADOBE

ADOBE

TOTAL COUNT OF DATA BREACH

1321

Account

CS****ar@acme.com
Wy Fie@acme.com
ww****an@acme.com
th****97@acme.com
tur*+*99@acme.com
th****0e@acme.com
tq****62@acme.com
****@acme.com
****@acme.com

Jjo****ob@acme.com

Breach Date

2016-11-05

2016-05-21

2016-05-21

2016-02-03

2016-02-03

2016-02-03

2016-02-03

2015-10-19

2013-10-04

2013-10-02

Npo

SISTEMI
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Name Server

PASSIVE SECURITY AUDIT



Npo,

SUMMARY

CONNECTIVITY TEST

83%

PERFORMANCE TEST

86%

SECURITY & RESILIEINCY

60%

DNS RECORDS

100%



86%

Name Server IP Address SOA Serial

nsl.webfaction.com. 185.20.51.42 1

ns2.webfaction.com. 103.44.220.74 1

ns3.webfaction.com. 62.138.130.11 1

ns4.webfaction.com. 148.72.160.4 1

WARNINGS

=  No IPv6 reachable nameservers were found. Users on IPv6-only networks are unable to
reach you.

RECOMMENDATIONS

= N/A




83%

Name Server (Y [0 [=133 Response Time
nsl.webfaction.com. 185.20.51.42 31ms
ns2.webfaction.com. 103.44.220.74 339ms
ns3.webfaction.com. 62.138.130.11 27ms
ns4.webfaction.com. 148.72.160.4 127ms
WARNINGS

=  Nameserver ns2.webfaction.com. (103.44.220.74) replied but took too long (339ms).
This will severely impact performance.

RECOMMENDATIONS

= Nameserver ns4.webfaction.com. (148.72.160.4) replied reasonably fast (< 150ms), but
you should aim for < 50ms response times.




Resilience and Security Test

Name Server Location

nsl.webfaction.com. IPv4: GB
ns2.webfaction.com. IPv4: SG
ns3.webfaction.com. IPv4: DE
ns4.webfaction.com. IPv4: US
WARNINGS

=  No DNSSEC records found. Consider enabling DNSSEC, as it provides a way to validate
DNS responses for data integrity.

=  All the nameservers are being operated from a single domain (webfaction.com). If that
domain gets compromised or goes offline, the DNS will be unavailable. Consider
spreading the nameservers across multiple domains.

RECOMMENDATIONS

= No CAA records found. Consider adding CAA records, as it adds increased security by
limiting which Certificate Authorities can issue certificates for this domain.




DNS Record Test

Type
A
AAAA
MX

NS

SOA

Record

theacmecorporation.org

theacmecorporation.org

theacmecorporation.org

theacmecorporation.org

theacmecorporation.org

TTL

1h
1h
1h

1h

1h

Value

207.38.86.153
2605:de00:1:1:4a:1f:0:11e

1 aspmx.l.google.com.

10 alt3.aspmx.l.google.com.
10 alt4.aspmx.l.google.com.
5 altl.aspmx.l.google.com.
5 alt2.aspmx.l.google.com.

nsl.webfaction.com.
ns2.webfaction.com.
ns3.webfaction.com.
ns4.webfaction.com.

ns3.webfaction.com.
hostmaster.theacmecorporation.org.
1 10800 3600 604800 3600




DNS Record Test

WARNINGS

= N/A

RECOMMENDATIONS

= No SPF records were found. SPF records limit which IPs are allowed to send mail from this
domain. Even if this domain doesn't send e-mails, you should set up SPF to confirm it will
never send e-mail, to prevent spoofing.

= No DMARC records have been found. Consider configuring DMARC for improved e-mail
authentication.




Cybersecurity portfolio

Managed
Services

Brand Protection Offering

SECURITY INCIDENT CYBER THREAT
AS-A-SERVICE RESPONSE INTELLIGENCE

ion Firewall
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NPO SISTEMI S.R.L.
Viale Martesana, 12 20090 Vimodrone (Ml)
Telefono: +39 02 925961 - Fax: +39 02 92590092
Sede Legale: Via Vittor Pisani, 6 - 20124 Milano (MI)

P.IVA e C.F. 08820850967 - Cap.Soc. €. 2.100.284,00 i.v.

Filiale di Torino
Lungo Dora Colletta 81 10153 Torino

Tel. +39 011 19701225

Filiale di Roma
Via Mario Bianchini, 15 00142 Roma

Tel. +39 06 837881.1

Agenzia di Padova
Via Medoaco 2 (via Po) 35135 Padova

Tel. +39 049 865 0862



