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TOTAL COUNT OF DATA BREACH

1321





Name Server
PASSIVE SECURITY AUDIT



CONNECTIVITY TEST

83%

PERFORMANCE TEST

86%

SECURITY & RESILIEINCY

60%

DNS RECORDS

100%
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Connectivity Test

86%

Name Server IP Address SOA Serial

ns1.webfaction.com. 185.20.51.42 1

ns2.webfaction.com. 103.44.220.74 1

ns3.webfaction.com. 62.138.130.11 1

ns4.webfaction.com. 148.72.160.4 1

WARNINGS

▪ No IPv6 reachable nameservers were found. Users on IPv6-only networks are unable to 
reach you.

RECOMMENDATIONS

▪ N/A



Performance Test

83%

Name Server IP Address Response Time

ns1.webfaction.com. 185.20.51.42 31ms

ns2.webfaction.com. 103.44.220.74 339ms

ns3.webfaction.com. 62.138.130.11 27ms

ns4.webfaction.com. 148.72.160.4 127ms

WARNINGS

▪ Nameserver ns2.webfaction.com. (103.44.220.74) replied but took too long (339ms). 
This will severely impact performance.

RECOMMENDATIONS

▪ Nameserver ns4.webfaction.com. (148.72.160.4) replied reasonably fast (< 150ms), but 
you should aim for < 50ms response times.



Resilience and Security Test

60%

Name Server Location

ns1.webfaction.com. IPv4: GB

ns2.webfaction.com. IPv4: SG

ns3.webfaction.com. IPv4: DE

ns4.webfaction.com. IPv4: US

WARNINGS

▪ No DNSSEC records found. Consider enabling DNSSEC, as it provides a way to validate 
DNS responses for data integrity.

▪ All the nameservers are being operated from a single domain (webfaction.com). If that 
domain gets compromised or goes offline, the DNS will be unavailable. Consider 
spreading the nameservers across multiple domains.

RECOMMENDATIONS

▪ No CAA records found. Consider adding CAA records, as it adds increased security by 
limiting which Certificate Authorities can issue certificates for this domain.



DNS Record Test

100%

Type Record TTL Value

A theacmecorporation.org 1h 207.38.86.153

AAAA theacmecorporation.org 1h 2605:de00:1:1:4a:1f:0:11e

MX theacmecorporation.org 1h 1 aspmx.l.google.com.
10 alt3.aspmx.l.google.com.
10 alt4.aspmx.l.google.com.
5 alt1.aspmx.l.google.com.
5 alt2.aspmx.l.google.com.

NS theacmecorporation.org 1h ns1.webfaction.com.
ns2.webfaction.com.
ns3.webfaction.com.
ns4.webfaction.com.

SOA theacmecorporation.org 1h ns3.webfaction.com. 
hostmaster.theacmecorporation.org. 
1 10800 3600 604800 3600



DNS Record Test

WARNINGS

▪ N/A

RECOMMENDATIONS

▪ No SPF records were found. SPF records limit which IPs are allowed to send mail from this 
domain. Even if this domain doesn't send e-mails, you should set up SPF to confirm it will 
never send e-mail, to prevent spoofing.

▪ No DMARC records have been found. Consider configuring DMARC for improved e-mail 
authentication.



Cybersecurity portfolio

Brand Protection Offering




